AP P E NDI X F

ECXpert Certificate Exchange

Appendix Objectives

In thisappendix, you will learn how to exchange certificate information with ADP
so you can submit ASI TOPPS Il dataand ASCII filesto the CalTOP server.

A. Why Y ou Should Exchange Certificate Information
B. Exchanging ECXpert Certificates with ADP
C. Sample E-mail Messages
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A. Why You Should Exchange Certificate Information

The process covered in this appendix is aone-time step you need to complete before you can safely transfer
the datayou enter in ASI TOPPS 1 or other software programsto the Cal TOP system. When you “ exchange
certificate information” with ADP, you aretelling ADP that you are a provider or county participating in
the program, and that you would like to send datato Cal TOP. Once ADP recognizes you, you receive a
special identification code that | etsyou secure your datain an encrypted format when e-mailing it to Ca TOP
and lets ADP read the datayou send.

The process of exchanging this information with ADP is done with the help of an ECXpert certificate. The
ECXpert certificate acts as a key to the CalTOP system, which not only letsyou have access to the system,
but a so identifies the data you send as yours.

You must already haveinstalled yourVerisign certificate before you can begin this process. If you're
not sureif you have aVerisign certificate, contact the Help desk.

This process is the same whether you use Delta Metrics ASI TOPPS |1 software or Accurate
Assessment’s software to generate TOPPS | files.
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B. Exchanging ECXpert Certificates with ADP

To send files to the Cal TOP server, you must first establish yourself with ADP by exchanging client and
server certificates, which are required for data security during file transmission. Y ou do this by sending a

series of e-mail messages to ADP using Microsoft® Outlook Express or other e-mail software.

You must use the e-mail software you plan to use when sending datato CdATOP.

Task 1:  Exchanging Certificate Information with ADP

What to do ResultsComments

1. Create anew e-mail message. For more information about creating
e-mail messages, see your M icrosoft® Outlook
Express manual or online help.

2. IntheTofield, type:
ecx_admin@inp.cahwnet.gov
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La Famila @O0070 ) is ready to exchange cedificales

Al Hammand
A1) 4a7- 20T

=
3. Inthe Subject field, type:
Certificate Exchange
4. Inthebody of your message, type: Replace [Y our provider name and 1D] with the
[Your provider name and ID] is name of your site and your provider number.
ready to exchange certificates. Replace[Y our name, your telephone number] with

[Y our name, your telephone your nhame and site phone number.

number]
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What to do

ResultsComments

5.  OntheTools menu, click Digitally
Sign.

=

On the toolbar, click | =ian

6. Click Send.

The Sign button is selected on the toolbar, and a
check mark is displayed next to Digitally Sign on
the Tools menu.

Your digital signature must be active to send the
message.

Before you continue to Task 2, you must receive a
reply from ADP. See “ Sample Message 1" on
page 238 for an example of the message you will
receive.

Task 2. Creating and Sending a Test Export File

After you send your message to ADP to exchange certificate information, you will receive areply
message (usual ly within afew business days). See “ Sample Message 1" on page 238 for an exampl e of

the message you will receive.

After you receive verification that your request was accepted, you must send atest file export to ADP.

What to do

ResultsComments

1. Click the Start button, point to
Programs, point to Accessories,
and click Notepad.

2. Inthedocument, type: Thisisatest
TOPPS I file from [Provider ID]

3.  Savethe document.

Notepad opens.

Replace [Provider D] with your provider number.

Name the file Test.txt and save the document in the
following directory:
C:/My Documents/Test.txt.
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What to do ResultsComments

Save As K E |
Save i Ia My Documents j gl

File narme: ITest Save
Save as hype: Camcel
4.  Close Notepad.
5.  Create anew e-mail message.
6. IntheTofied, type:
ecx_toppsii @inp.cahwnet.gov
7. Inthe Subject field, type: Test File
Export
8. Onthelnsert menu, click File The Insert Attachment dialog box is displayed.
Attachment.
Inzert Attachment Ed

Lack jn: Ia My Documents j ﬁl

File name: ITest Attach I
Files of type: [l Files [+ =l Cancel |

[T take Shortcut ta this file
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What to do

ResultsComments

9. Select Test, and click Attach.

Thefileis displayed in the Attach field under the
Subject field in your message.
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=
O

10. Click Send.

Make sure that the Sign button is selected on the
toolbar, and a check mark is displayed next to
Digitally Sign on the Tools menu.

After you send the e-mail message, you should receive two replies within a business day.

o First, ECXpert will send an immediate e-mail confirmation message that your file was
received at ADP. See“Sample Message 2" on page239 for an example.

»  Second, the CalTOP process will send an e-mail confirming the file was processed, and giving
transaction counts. See “ Sample Message 3" on pag €240 for an example.

Task 3:

Retrieving and Saving Your ECXpert Certificate

When you receive the second reply from ADP, you heed to open the messageto retrieve your certificate.

Wheat to do ResultsyComments
1. Inyourinbox, double-click the The Security Help dialog box is displayed.
message from

ecx_toppsii @inp.cahwnet.gov.

2. At the bottom of the dialog box,
click Continue.

230

The e-mail message opens.
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What to do ResultsComments
il b M=1E3
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3. Inthee-mail message, double-click The Open Attachment Warning dialog box is
the attachment. displayed.

Open Attachment Warning Ed
O pening:
text. dat

Some files can contain vinuzes or othensize be harmiul to your
computer. |t ig important to be certain that thiz file is from a
brustwarthy zource.

We'hat would you like to do with thiz file?

................. :
= Save it to dizk

W &lways ask before opening this bype of file

] Cancel

4,  Select the Open it option, and click Notepad opens, and displays atext message indicating
OK. that your file was processed by Cal TOP.
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What to do ResultsComments

5.

232

Whenyou havefinished reading the
information, close Notepad.
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Close the e-mail message.

In your inbox, select the e-mail The Properties dialog box is displayed.
message, then right-click the
message, and click Properties.

Click the Security tab.
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What to do ResultsComments

9. Click the View Certificates button. The View Certificates dialog box is displayed.

10. Click Add to Address Book. The following message is displayed:
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What to do

ResultsComments

1 This menaksr's Sgtsl 1D v sodesd by &l sadress book ocontaols which matohed 1D &-msl sddrsss, oF & mewy oontact
wirs cneabsd

11. Click OK. The View Certificates dialog box closes.
12. Inthe Properties dialog box, click The Properties dialog box closes.
OK.
Task 4:  Verifying the ECXpert Certificate
What to do Results’Comments
1.  Onthe Toolsmenu, click Options. The Options dialog box is displayed.
2.  Click the Security tab.

234

Soptions R

General | Fead I Send I Compoge I Signatures I Spelling
Security | Connection I M aintenance

Secunty £ones

Secure bail

Sy

Select the Internet Explorer security zone to use:;

& ntemet zone [Less secure, but more functionall

¢~ Resticted sites zone [Mare secure]

Diigital 1Dz [alzo called certificates] are special Diigital |Ds...
documentz that allow pou to prove your identity in =
electronic ransactions.

i

To digitally sign meszszages or receive encrypted Get Digital 1D...
mezsages, vou must have a digital 1D =

[ Encivpt contents and attachments for all outgoing messages
™ Digitally zign all outgoing meszages

Advanced...

Tell me maore...

It

(] I Cancel | i |
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What to do ResultsComments

3.  Click the Digital | Ds button. The Certificate Manager dialog box is displayed.

Intended pupose: | <t =
Paisonal mmhmmml Tnﬂmmdﬂmhﬁnh_l‘ _|'

Izeund To | tssed By | Espuatior . | Fiiendy Hame |
EdevieleOcel  VenSignClass1CAln. 51600 <Homes
Ecode Signing Suthosty 81  Microsoft Suthenticode,,, 74547 Mo
e _ToPPsi VeriSign Clazs 3 Ongar..  37240N Mo

|mpost_ I Exazt I Hemme= I
Catificate | nlended Purpaodes

_idvrced. |
YiEw I
Claza I

4.  Click the Other People tab. A list of installed certificates is displayed. In the
I ssued T o column, you should see thefollowing entry:
ecx_toppsii

5.  Select ecx_toppsii.
6. Click the Advanced button. The Advanced Options box is displayed.
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What to do ResultsComments
Advonced Options |

— Certificate purpoze

Purposes.

Certificate purposes;

Select one or more purposes to be listed under Advanced

Server Authentication
Client Authentication
Code Sighing

Secure Email

Timne Stamping

I bdicrmenft Trost izt Simminn ll
— Expaort format
Select the default drag and drop expart format when dragging a
certificate to a file folder.
Export format; DER Encoded Binary =503 [*. cer] j
=} [relude &l certificates in the cetification path
ak I Cancel |

7. Inthe Certificate Purposes
checklist, verify that all certificate
purposes are selected, and click

OK.

8.  Closethe Certificate Manager
dialog box.

9. Click OK to close the Options
dialog box.

Task 5:

Completing the ECXpert Certificate Setup

After you have verified that the certificate was successfully installed, you need to send an e-mail to the
ECXpert Administrator to confirm that you successfully received and installed the certificate.

What to do

ResultsComments

1. Create anew e-mail message.

2. IntheTofield, type:
ecx_admin@inp.cahwnet.gov

For more information about creating
e-mail messages, see your Microsoft® Outlook
Express manual or online help.
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What to do ResultsComments
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(A16) £50L08T
H
3. Inthe Subject field, type:
Certificate Exchange Confirmation
4. Inthebody of your message, type: Replace [Y our provider name and 1D] with the name
[Your provider name and ID] has of your site and your provider number.
the certificate for
ecx_toppsii @inp.cahwnet.gov.
5. Click Send. Make sure that the Sign button is selected on the

toolbar, and a check mark is displayed next to
Digitally Sign on the T ools menu.

Y ou will receive aresponse from the ECX pert

Administrator to verify that you are now ready to send

datato the Cal TOP server. See “ Sample Message 4"
on page 241 for an example.
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C. Sample E-mail Messages

The following e-mail messages are examples of communications between you and ADP during the
certificate setup process.

Sample Message 1

Thanks <provider_name> for obtaining a Verisign Class 1 Digital ID. We will now set up atrading
relationship that will enable us to send secure e-mails to each other.

We request you send asigned e-mail message to: ecx_toppsii @inp.cahwnet.gov

Please do not include any text in the body of the message. The message should also be digitally signed.
Please also attach atest text file with the following in it Thisisatest TOPPS I filefrom Provider ID'.
Following are the detailed steps to send this e-mail:

* Select anew e-mail message

* Address the e-mail to ecx_toppsii @inp.cahwnet.gov

» Enter asubject of Test File Export'

» Do not write anything in the body of the e-mail message.
» Create atedt text file to attach to the e-mail message

From your Start button, select Programs, then Accessories, then Notepad. An empty Notepad document will
be brought up.

Enter the following text, 'Thisisatest TOPPS I file from Provider ID'.
Save thefile as C:\My Documents\Test.txt. It will be saved as a text document.
Exit Notepad
* Attach thetest text file to the e-mail message.
Click the Attach button and select your test text file from C:\My Documents\Test.txt.
> Click Attach, which will attach thefile to the e-mail.

» From the Tools menu select “Digitally Sign.” If it isturned on, it will have acheck mark next
to the works “Digitally Sign.” Make surethe digital signatureis turned on.

» Click the Send icon to send the mail.
When you send the above e-mail, you will receive two e-mail messages back from ADP.

() The first message you will receive will be the auto reply message from the Netscape mail server at ADP
letting you know that the mail server successfully received your file submission.

(i) The next message, will be a processing message from ECX @inp.cahwnet.gov. Y ou should receive the
second message within a business day.
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When you receive the second e-mail message, it will contain the Verisign security certificate of
ecx_toppsii @inp.cahwnet.gov. To obtain the certificate and saveit into your e-mail, please do the

following:

*  From your inbox, highlight the ECX incoming mail.

» Using your mouse, right click and go into Properties.

» Click on the Security tab.
e Click onthe Add to Address Book button.

2.) Verify your certificate has been successfully obtained.

Please verify that you have the Verisign security certificate for the following e-mail address:

Ecx_toppsii @inp.cahwnet.gov

* InOutlook Express, from the Tools pulldown menu, select Options. Then click on the Security

tab.

» Click onthe Digital Ids button and then the Other People tab.

* You should see ECX_TOPPSI|I listed under the 'Issued To' column.

» Click on the Advanced button.Verify that al certificate purposes are checked. Click OK and

close.

3.) After confirming that you have the Verisign security certificate, please send an e-mail to the following

address,

TO: ecx_admin@inp.cahwnet.gov

Indicating that you have successfully obtained the Verisign security certificate of
ecx_toppsii @inp.cahwnet.gov. Y ou will receive aresponse once ADP has completed setting up your e-mail

account for TOPPS Il automatic processing.

Thank you for your time.

Sample Message 2

khkkkhkhkkhkhkhkhkhhkhhhhhdhhhhhhhdhhhhdxhddhdhkdddixx

**% Y our message has been successfully *h*
***  received by the Netscape Mail *kk
e server at ADP. o
*kk *okx

***  Youshould receive a i
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***  confirmation message from *kk

i ECXpert shortly. xR

khkkkhkhkkhkhkkhkhhhkhhhkhhhhhhhhdhhhhhxhddhdhdddixx

Sample Message 3

khkkkhkhkkhkhhkhkhkhhdhhhhhhhhhhhhdhhhhhhhdhhhhdhddhdhddhdxhdhddhxhdkxdxixx

*** Your file has been processed by CalTOP.

—_—

*** A detailed report of this batch submission is available viathe CalTOP
***  Web Application. To select areport specific to this batch,

***%  usethe Batch Key below.

* k%

*** Batch Key: 14255/99859

* %%

***  Record Counts;

e Recordsreceived : 3

*xk Records passing edits: 0

*xk Records failing edits: 3

* %%

***  Note: First record is considered a header

ke and not included in the Record Counts

* k%

khkkkhkhkkhhhkhkhkhhdhhhhhdhhhhhhhdhhhhhhhdhhhhdddhhdhddhdxhdxhddhxhddxdxixx
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Sample Message 4

Thanks <provider_name> for indicating that you have received the Verisign security certificate of
ecx_toppsii @inp.cahwnet.gov.

We are happy to inform you that a“ Signed and Encrypted” trading relationship has been setup between
<provider_name> and ADP.

This completes the technical setup process for <provider_name> to send TOPPS || data securely over the
AOD Infonet.

<Provider_name> can now attach the Topps Il ASI datafile to the E-mail and send it as “ Signed and
Encrypted” to ADP.

Always address your “ Signed and Encrypted” e-mail to the following address:

TO: ecx_toppsii @inp.cahwnet.gov
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